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Agenda

¢ a reliable DHCP service

¢ centralized vs.
decentralized DHCP

*setting up a DHCP relay
agent

* using static DHCP
address allocation

* Split-Scopes

¢ Failover-Cluster with
Windows 2012



http://www.menandmice.com
http://www.menandmice.com

The need for redundancy

* A single DHCP Server is, well, a single point of failure

* many devices might not get an IP Address and network
configuration if the DHCP Server fails

* there are several ways to make a DHCP service redundant

Men & Mice http://menandmice.com



http://www.menandmice.com
http://www.menandmice.com

Centralized vs. distributed
DHCP

DHCP
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DHCP
Client
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Centralized vs. distributed
DHCP

A distributed (or de-
centralized) DHCP System
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Centralized vs. de-centralized
DHCP

*in the 1990ties, most DHCP deployments were de-
centralized

* today, due to the increased reliability of network links,
we see more centralized deployments

e but for certain businesses (retail stores), de-centralized
deployments are still in use
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Redundant DHCP Servers

A distributed (or de-
centralized) DHCP System
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Redundant DHCP Servers

* having redundant DHCP Servers in every network is
possible, but expensive it terms of hardware and
maintenance

* backup DHCP Servers are therefore often shared across
networks
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Redundant DHCP Servers

A distributed (or de-
centralized) DHCP System

backup
DHCP Server

for A/B/HQ

DHCP
Server
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Redundant DHCP Servers

* the key to redundant DHCP server deployments are relay
agents

* software based relay agents (ISC DHCP relay agent)

e router (Cisco, Juniper, HP, 3COM ...) based relay agents
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Redundant DHCP Servers
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DHCP Server redundancy

o the challenge when building redundant DHCP servers is
the “lease state” held by the DHCP Servers

*if more than one DHCP Server gives out IP Addresses
for the same network, each server most “know” the
leases the other servers have given out
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DHCP Server redundancy

® Solution 1: using static DHCP

* one possible solution is to use all static DHCP (no
dynamic address pools)

* every machine gets a host definition with a fixed-
address statement (so called “reservation”)

¢ the host definition is distributed to all DHCP Servers
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Redundant DHCP Servers

static DHCP

host computer {
hardware ethernet 00:0d:93:c@:cb:f8;
fixed-address 192.168.1.25;

h

host computer {
hardware ethernet 00:0d:93:c0:cb:f8;
fixed-address 192.168.1.25;

}

© Men & Mice http://menandmice.com

22


http://www.menandmice.com
http://www.menandmice.com

DHCP Server redundancy

e Solution 1: using static DHCP
¢ Pros:

e works with any number of DHCP Servers, even with a mix of different
products

e simple
e Cons
e high management overhead

* no dynamic address pools
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DHCP Server redundancy

® Solution 2: split pools
o the available addresses are split across DHCP Servers

e no two DHCP Servers are authoritative for the same IP
Addresses

o the split depends on the lease times used and the time it
takes to re-build a broken DHCP Server

* a simple scheme is the 80/20 split

24
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Redundant DHCP Servers

subnet 10.0.1.0/24
pool 10.0.1.201-10.0.1.250
. . B subnet 192.0.2.0/24
split pools with a 80/20 split F e rA Al e )

subnet 192.0.2.0/24
pool 192.0.2.1-1

92.0.2.200

subnet 10.0.1.0/24
pool 10.0.1.1-10.0.1.200
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DHCP Server redundancy

e Solution 2: using split pools
® Pros:

e works with any number of DHCP Servers, even with a mix of different
products

e allows dynamic address pools
e Cons
* high management overhead

* [P space is not optimal utilized
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DHCP Server redundancy

e Solution 3: DHCP cluster

e some DHCP products can use a failover protocol to
synchronize their state with a cluster peer

e the Windows 2012 DHCP Server supports a failover
protocol (RFC 3074)

e the full number of available IP Addresses can be used
for the dynamic address pools
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Redundant DHCP Servers

DHCP server with failover
protocol

Failover . Failover
“heartbeat” . “heartbeat”
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DHCP Server redundancy

® Solution 3: using a DHCP failover cluster
® Pros:
o optimal utilization of the IP address space
* Cons
e failover only available between compatible products

* more complex
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Configuring the Failover
Protocol in Windows 2012

* the Failover protocol can be configured for every IPv4
scope between two DHCP server (DHCP Failover peers)

e there is no failover protocol for IPv6 (there is enough
space per /64 for split scope configurations)

e the IETF is working on a DHCPv6 failover protocol
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Configuring the Failover
Protocol in Windows 2012

File Action View Help
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% DHCP Contents of DHCP Server
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Description

Actions

Meore Actions
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Configuring the Failover
Protocol in Windows 2012

LR

~
1

File Action View Help
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(Q DHCP Contents of Scope
4 F win2012-2.wir|| (£} Address Pool
a G IPva @ Address Leases
4 :’_]‘_Sgnne = D Al
Display Statistics..,
Advanced... 4
D | e =
Configure Failover...
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Deactivate
jView »
b .
Delete
Refresh
B Export List...
ﬁ” | Properties
[P 4 ;
b i IPy ' Help

Configure a failover relationship on any scope of the server

© Men & Mice http://menandmice.com



http://www.menandmice.com
http://www.menandmice.com

Configuring the Failover
Protocol in Windows 2012

Configure Failover

Introduchon to DHCP Falover

DHCP Falover enables high avalabdty ol DHCP services by
syncheonzing IP address lease ifoemahon between two DHCP
sarverz. DHCP fadover aso provides load balancing of DHCP
requests

Thes vazard wil guide you treough setup of DHCP falover
Selact friom the followng list of scopes which ae avalable to ba
configured for high avalabdity. Scopes which are dready
configured for high avalabdity are not daplaped in the bzt below

Available scopes v Select 3l

197 1ER 5 |

| MNewt> | | Cancel
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Configuring the Failover
Protocol in Windows 2012

Specify the partner server to use for failover

Prowide the host name or IP address of the partner DHCP server with which falover
should be configured.

You can zelect from the list of servers with an exizting failover configuration or you can
browse and select from the bt of authorized DHCP servess.

Alematively, you can type the host name or IP address of the panner server
Patner Server: [| _.J Add Server

i server] win0) 2-domain dnsiab.of .
¥V Reuss exsting fan s serves [ any exist]

gy
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Configuring the Failover
Protocol in Windows 2012

Configure Failover

* Max client lead time: the time a
Create a new failover relabionship with partner seever] win201 2-doman dnslab o DHCP failover peer Can eXtend a

know lease to a client in case the

Relstionshp Name

dnslab orgserverl, 01 2-doma 1]
Masienum Clent Lead Time: W hours 0] miredes partn e r I S d Own
Mode: [Load balance L]

Load Balance Percentage

LoclSorve l—~'l = * a high value slows down
Partner Server; 50-=1%
recovery

[T Siate Switchover Interval | g,:._JZJ nutes

[v Enable Message Authentication

Shs s | ¢ 3 low value causes more DHCP
traffic on the remaining failover
| <Back | Hes | Cancel | peer
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Failover modes

Load balance v

Load balance
| Hot standby _

e the Windows 2012 DHCP Server can be configured to run in
two different failover modes

* |oad-balance: both servers are active and are giving out leases

* hot-standby: only the primary machine is active, the backup
standby DHCP server is waiting to take over in the case of an
failure on the primary DHCP server
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Failover modes

~ Load Balance Percentage -

Local Server: 5[;:1‘ %
—d

Partner Server 3 R-2d %
=3

*in a load balancing configuration, the split (number of IP
address leases) can be configured between the failover
peers
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Failover modes

—Hot Standby Configuration
Role of Partner Server: Standby

Addresses reserved for standby server: 5ﬁ 7

*in a hot-standby configuration most addresses are
managed by the primary server

* the standby server holds a number of reserved
addresses for new clients that appear in the failover
case
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Failover protocol

Configure Failover

Falover wil be sat up betwesn win2012-2 van201 2-doman., . and
server] . vwn2012.domaindn .. with the folowng parameters

Scopes
192.16853.0

Relstionshp Name win2012-2 win2012-domam dnsl.
Maxeum Clert Lead Time: 1 hrs 0 ming
Mode: Load balance

State Switchover Intervat Dizabled
: m

Load Balance Pescentage

Local Server: 0%
Partner Sesver 0=
¢Back | Firezh Cancal
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Failover protocol

Progress of failover configuration.

The log below shows the progress of the various tasks for configuring failover
including any errors encountered.

Add scopes on partner server Successful
Disable scopes on partner server Successful
Creation of faillover configuration on partner server Successful

Creation of faillover configuration on host server Successful
Activate scopes on parther server Successful
Configure fallover successful.
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Men & Mice DHCP Workshop
Training

e 3 day “hands-on” training including
 a throughout introduction into DHCP
e DHCP clients (Windows XP/Vista/7/8, Linux, MacOS X, Android, iPhone/iPad ...)
e DHCP Server (ISC DHCP 3.x and 4.x, Microsoft DHCP 2008/2012, ISC BIND 10 DHCP, Cisco I0S DHCP)
e DHCP and DNS interaction
e DHCP and IPv6
e DHCP operations (monitoring, troubleshooting, tools)
* many “hands-on” labs
e For prices and dates

* go to http://menandmice.com/training/
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Questions?

E-Mail:
carsten@menandmice.com

MEN&MICE
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