The Rising Tide of DNS Threats

Are You Prepared?
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With enterprise level businesses receiving an average
of 2 million DNS queries every single day, the threat of
attack is significant

Financial impact is huge
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The average loss for a 24-hour
outage from a DDoS attack®
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» Brazil
Russia
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Korea
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Taiwan

DNS attacks are rising for 3 reasons:

High-value
target

Asymmetric
amplification

TCP/UDP/ACMP floods: DNS amplification:
Flood victim's network with large Use amplification in DNS reply to
amounts of traffic flood victim

DNS cache poisoning:
Corruption of a DNS cache
database with a rogue address

DNS tunneling: 4.

Tunneling of another protocol
through DNS for data ex-filtration

Protocol anomalies:
- Malformed DNS packets causing
~ server to crash
.— DNS hijacking:
8 Subverting resolution of DNS queries
,I to point to rogue DNS server

DNS attacks
DNS based exploits: 4. > @ — Reconnaissance:
Exploit vulnerabilities in - — Probe to get information on network
DNS software environment before launching attack

DNS reflection/DrDoS:
Use third party DNS servers to
propagate DDOS attack

Fragmentation:
Traffic with lots of small out of
order fragments

The bottom line is
“Organizations should invest in
protecting their DNS infrastructure.

— Gartner®

Infoblox helps protect against |
the rlsmg tide of DNS threats
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