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Who is PCN? =PCN

True Partners in Change.

PCN is a recognized industry leader in DDI Managed & Professional Services

Certified DDI Lab &
Engineers llllFemmEl Dev

7x24

DDI DDI NOC

Monitor & SOC [ el
Support

Trained
PMs

Infoblox Experts:
Integration with/migrating from: MS DNS/DHCP, BIND, Kea, ISC DHCP & leading DDI OEM platforms
Global reach: Sales & Service in USA, Canada & United Kingdom
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Agenda

On-Premises to Hybrid Technology Transformation

Infoblox Hybrid Cloud Strategy & Vision

Infoblox Cloud Solution & Architecture

Integrations: Private & Public Clouds, Containers & Automation
Demo: vDiscovery & Automation

Q&A & Wrap-Up



Network Priorities & Challenges

Visibility Efficiency Manageability
81% 8/10 79%

Use 3 or more
platforms’

Want discovery,
control of newly spun-
up assets'

Manage DNS manually
or with custom scripts'

* No central pubic & * Manual tools & * Non-integrated
hybrid network view processes systems & platforms
+ Can’t see all services & * No AD Sites & * Departmental silos
assets Services integration
* No real-time data
+ Can't assess query & * No user/IP address sharing
performance history mapping
» Operational
+ Lack of control * Unscalable, errors & inefficiencies
rework

1. Infoblox Study: ReRez Research on behalf of Infoblox

.
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Architecture Evolution: Traditional

Services & Apps hosted in
centralized locations

Dedicated WAN backbone

Remote locations Internet

‘back haul’
Few remote workers I:IDI:II:I
requiringVPN /2T
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Architecture Evolution: Modern

Enterprise cloud is the @

new network orkires
L1

Software Defined \ | wasten

Networks are enabling —

the edge oo

BYOD mobility & loT are L _
expanding 0 |:|D|:||:|
Teleworking is the new
norm! . —
ooo I:IDI:II:I

0

BRANCH

BRANCH
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Polling Question #1

How much authoritative visibility do you have into your existing
on-premises or cloud network? (Select the single best answer.)

1

2. 26-50%

3. 51-75%

4. >75%

5. |don’t know
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Customer DDI Roadmap — Visibility, Automation & Control

Establish authoritative IPAM in your on-premises & multi-cloud environment -- then automate!

Infoblox Authoritative IPAM

% Microsoft 6™ = Cloud Network R gm Security
00 ; 00 Grid e e © ® Discovery & . Ecosystem

9 S E Automation

Network @jEE Report.ing &
.{ Discovery Analytics

e
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Authoritative IPAM — Automated Accuracy & Reliability
IPAM

e New (Sync) Single

Add Networks/Ranges o

Add IPs/DNS Records ey New (sync or
remediate)
Drop Networks/Ranges ) [Nactive (report) !
Drop IPs/DNS Records . [Nactive (sync '
or report) :

Switch Port/AP to : = —X

Host Configuration
<o

Conflict (sync)

*.
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Authoritative IPAM — Empowering Network & Cloud Teams

Hybrid/Multi-Cloud

* IPAM: Infoblox Grid, IPAM & Microsoft
Management overlay & integration

* On-Premises Discovery: Network
Insight for discovery, conflict remediation
& provisioning

Ecosystem
Orchestrg

* Hybrid, Multi-Cloud Discovery: Cloud
Network Automation & Plugins for
endpoint visibility, efficiency & control

» Ecosystem Integration: Security threat

discovery, sharing & remediation | Branch
Office

Microsoft
DNS/DHCP

* Reporting & Analytics: Data visibility,
alerting, audit, compliance & planning

\/
o
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Network Insight & Advisor — On-Prem Discovery & Control

Integrated L2 & L3
discovery & visibility

, Grid Master » Detection of rogue &
IPAM sync—devices, < <= : 9
end—hOStS & network “ : — IIIIIIIIIIIIIIIIIII.\S;: Compr0m|sed assets
& 4 ’ Grid Master
orts Microsoft ! .
P DNS/DHCP Candidate * Resolves conflicts
S <X across devices &
TEMEEE T “ network ports
: : > » Adds security alerts
Reporting & Analytics NP VE
N for end-of-service
Network Insight & N
Advisor assets

Lifecycle, security &

compliance notification

9
o
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Infoblox Hybrid Cloud Strategy & Vision

Policy-based insight for app infrastructure in hybrid cloud

Hybrid Multi-Cloud Application-Aware Visibility Policy-Based Insight

+ Visibility into cloud apps implemented on any architecture — VMs, Networks, VPCs, etc.

* Connect across multi-cloud environments — Private, Public, Containers & Automation

— —~

Cloud Management Platform

| . aws iy, @
vmware Sy docker ANSIBLE
8 | Aup
openstack kubernetes e N
N 3 Terraform
Nm;& Google Cloud )
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Cloud Network Automation — Multi-Cloud Discovery & Control

Private Cloud

Hybrid/Multi-Cloud

» Automated DDI
management

Saves time, reduces

_ errors
» Spans private,

hybrid & public
clouds

Grid Master
Candidate

DDI for multi-cloud
environments

* Open API support

Integrate with array of

" : orchestration tools
» Auditing & reporting

ofese Al S gy ——— — - « Single control plane
DHCP Ieases, DNS ™ All Cloud VMs by IP Address management
records & IP T

addresses

\/
%

14 | © Infoblox Inc. All rights reserved.

L)



Multi-Cloud Architecture — Single Control Plane

........

Grid extends to hybrid

cloud for High Availability

(HA) & Disaster Recovery

(DR) e

Microsoft
\ / Azure

Tenant, VMs, network &
VPC views for hybrid cloud
R discovery, audit & reports

openstack

&l Azue

Automated DDI for VMs,
consistent addresses &
security/compliance

.
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Policy based IP & network
assignment using workflows
& consistent DNS names




I Infoblox DDI Cloud Integrations

N

IPAM Integration n @ . =z,
for orchestration & ‘ N 4
automation vmware openstack ANSIBLE Torraform  kubernetes docker

-
VNIOS deployments aWws /A Microsoft 3 ( n ‘
on Cloud Platforms N Azure GosgeCisin TR openstack vmware

9 J
Suppor.ted = | [V NUTANDS KVM
Hypervisors e W e A iybervisor oY
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Value of Discovery — Enables Automation & Reliability

PCN offers Managed Services for ITIL Change Management Processes
The Power of Cloud Network Automation

Traditional Approach

S0 A2 A& & &R 28 28

Provision Request Forward Update Request Allocate Clean Up ﬂ
Virtual IP 1P Database or DNS and When 1 8
Instance or Use Data for Spreadsheet Record Manually De-provisioned >

Allotment Tracking Enter DNS

AT ) S A

Infoblox Cloud Network Automation ;
v Implement change anytime

& U N Eg: DNS names, IP addresses

~

v~ No tickets between network,
server teams for DNS, IP

e, © ©O©O© 60

Instance
v~ Automatic reclamation of
Avutonmatod Attornated resources upon spin down

Network Automation Video

"%

17 | © Infoblox Inc. All rights reserved.



https://www.infoblox.com/resources/videos/infoblox-cloud-network-automation/

Private Cloud: VMware Integration

18 | © Infoblox Inc. All rights reserved.



Infoblox VMware Plug-in for vRO

IP Address Pool

Assign == Provision == Validate

Cloud vRealize Automation
Provisioning & ey
Management vRealize Orchestrator Infoblox IPAM : ,
(VRO) Plug-in - T
Management & vCenter Server e e
Automation = =
Virtualization vSphere ESXi T
Platform = Virtaal
— Appliance
Plug-in benefits s Cr

- Saves time T ——

- Saves money
- Automates tasks (VRA 8.1 in process)

N
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Provisioning a VM Using vRealize Automation &
the IPAM Plug-in

1- A vRA cloud admin/user requests a VM to be created

vmware vRealize® Automation
>

Service Catalog
Browse he catalog for senices you need

2- The Infoblox IPAM Plug-in P p— _ I
“Allocate” workflow gets invoked g B < 7 R

vRealize Orchestrator (VRO)

Infoblox VRO

Plug-in
@ 4- vCenter Server
creates and spins-up
the VM

= = =S, J R R 5- The newly created VM is
-0 - ) - T running on an ESXi host

3- Infoblox DDI allocates an IP using the newly allocated IP
address and DNS record

Infoblox Dlil Appliance

s address and sends it to the
= ¢ s = Name | Target | Status | Details |

B RHE3 35% @) CopyingV..

VM along with the DNS host ) Clonevidant mechine
PHYSICAL VIRTUAL record _

N
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Deprovisioning a VM Using vRealize
Automation & the IPAM Plug-in

1- A vVRA cloud admin/user requests a VM to be destroyed

vmware vRealize® Automation

2- The Infoblox IPAM Plug-in
“Release” workflow is invoked

vRealize Orchestrator (VRO)

Infoblox VRO
Plug-in

.~ 4- vCenter Server

vCenter Server J shutdowns and deletes

the VM

e

3- Infoblox DDI releases the IP

address & deletes the VM
DNS host record ===

PHYSICAL VIRTUAL
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Infoblox DDI on Public Clouds

dWS

\—2‘7

/ Microsoft
Azure

.

Google Cloud
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Benefits of Infoblox DDI on Public Clouds

Gain complete visibility into your network resources

* Automate network management
* Accelerate VM provisioning & deprovisioning
» Scale & extend your enterprise network to public clouds

« Establish uniform DNS naming & IP address provisioning policy across hybrid clouds

.
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Public Cloud: Amazon Web Services Integration




Enterprise-grade DNS on AWS

Grid gembe’r

/ Grid Master \
(GM) *

@imary DNS) \ /
Enterprise Premise \
Public Cloud.” \ aws
/ _— ..1_/ ; . V
~I¥ >; "
Grid Member ~ Grid Master Grid Member
(Secondary DNs) ~ Candidate (Secondary DNS)

Infoblox AMIs are available on AWS

Hardened virtual appliance for secure DNS
Deploy Infoblox DNS servers in AWS VPCs

Use for External DNS or Internal DNS

Fault tolerance with support for Disaster Recovery

Hybrid or multi-cloud deployment options

25 | © Infoblox Inc. All rights reserved.



AWS Automation Example

Agile Deployment with DNS & IPAM Automation

Automate creation/deletion of VPCs, networks, VMs

IP address assignments & reclamations

calls

/ Data Centex

Provisioning/de-provisioning of DNS records

Grid
Master

Configurable DNS names

AWS API Client

wnsible, Puppet, Chef scripts ey

26 | © Infoblox Inc. All rights reserved.



Automation for AWS Instances (API Proxy)

2. GM reserves next available IP in
network 10.10.0.0/16 for VPC-Dev
and inserts into APl request

1. API: Create EC2 Instance in 3. API: Cr'eate EC2
VPC-Dev for network 10.10.0.0/16 VPCID |Network P Instance in VPC-Dev

VPC-Dev(10.10.0.0/16 |10.10.10.101

\ :

AWS———
7 API
Endpoint 4. EC2 Instance

spun up with
10.10.10.101 in
VPC-Dev

&3

AWS API Client
(Eg: Ansible, Puppet, 7. APl Response: VPCID [Network P DNS record g.u/gcpéfseSPOnse.
Chef SCFiptS etc.) Success \VPC-Dev|10.10.0.0/16 |10.10.10.101 |devl.internal.com
6. GM updates Host
records for EC2 Instance
Notes

Amazon API calls can be directed to either the Grid Master or Cloud Platform Appliances
GM performs vDiscovery of AWS instances to ensure no duplicate addresses are assigned
AWS instance tags assigned as metadata in Infoblox database

Policy based IP address assignment via metadata passed in AWS APls
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Amazon Web Services Route 53 Integration
Unified DNS management across the hybrid cloud

Grid Master
GM) & Challenge
"

+ Limited internal/private DNS — Route 53 private hosted zone cannot resolve
any resource outside the VPC or respond to queries outside VPC

+ Unified Management — Unified view of DNS across on-premise & AWS
€ -------_
Grid !embe;\\

Solution

*Visibility — Unified view of DNS & IPAM for Route 53 in NIOS

*Hybrid DNS — Apply DNS Security & IPAM for Route 53 Records in NIOS by
serving Route 53 Zones through NIOS

Benefits

* Seamless migration path to Hybrid Cloud by bridging gap between Enterprise
IT & Cloud teams

* Ease off complexity by presenting the user a single console to view on-
premise & Route 53 Public Cloud DNS
* Automated Migration from Route 53 to Infoblox DNS

* Tighter integration between Route 53 & NIOS by offering performance &
resilience

-------- Sync Zones from R53 to NIOS
-------- DNS query to NIOS for R53 Zone

28 | © Infoblox Inc. All rights reserved.



Containerization: Docker Integration

%

docker
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Infoblox Docker integration

=l Challenges

-Lack of visibility into the network resources
-Manual, tedious & time intensive IP address
(de)/provisioning across containers
-Multi-network containers can make IPAM

Docker CLI

Client

Docker Host

more difficult
REST API
libnetwork —T L I Remé’é‘iéfAM -The Infoblox IPAM Docker libnetwork driver
Network Driver interfaces with Infoblox DDI to provide
- centralized IPAM services

Docker Daemon

= Benefits

-Helps maintain consistency in a dynamic
multi-container environment

Infoblox Grid -Infoblox IPAM plugin for Docker automates
the IP saving time & effort

-Provides visibility into the network resources

from a single control plane
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Infoblox Docker Container IPAM Plugin

Infoblox IPAM driver V1.1.0
* For arbitrary network driver (bridge,

overlay, etc.) o oblox PAVIPlugin

* Flexible configuration with separate or |nfObIOX & .‘3 By ol

. Infobl \ugin is a Docker ibnetwork plugin that interfaces with Infoblox to provide IP Address
Comb|ned address Space per host Or NEXT LEVEL NETWORKING ;al:la;:r;p:;ls[;:glgslsa locker lipnetwork plugin that interiaces with Infobiox to provide ress
overlay

—v’dockerimts Q search for great content (e.g., mysql)

Plugin Daocker Certified Linux x86-64 Network

* Docker certified — Supports Docker
Swarm mode | @CERTIFIED

* Facilitates extensibility
* Accelerates new feature delivery

* Protects infrastructure investment

.
31 | © Infoblox Inc. All rights reserved. 3



Automation: Terraform Integration




Infoblox Terraform IPAM integration

=l Challenges

-Complex access administration
-Difficult building, changing & versioning
hybrid cloud infrastructure

Terraform Infoblox VMprovider M . O p e rati on al | n effl Ci en Ci es
| |

|

Reserve IP address |

Provisioning a VM

|
|
[ = Solution
|

€ return the ref 1

- The Infoblox Terraform IPAM plug-in provides
centralized IPAM and DNS services in

send request to create a vm

T
|
|
|
|
|
|
|
T >
|

|
|

| | VMware & Azure Cloud

| I Allocate VM

| | | | :

L _______ Get tbe_vg]_pio,_)e_n@'s_ _______ J' -Streamlines & simplifies access administration

|
| o :

| | | -Automates the IP saving time & effort in

| Create Fixed address frecords | | building a Service Provider or Cloud Platform

| | |

| | |

-Provides visibility into the network resources

|
! from a single control plane
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Polling Question #2

What is your biggest challenge with automating cloud integration?
(Select the single best answer.)

Internal expertise
Departmental governance
Platform standardization
Other

| don’t know

kW=
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Infoblox Hybrid/Multi-Cloud

Cloud vDiscovery & Automation Demo

Multi-cloud Visibility, Accuracy & Efficiency

Multi-Cloud vDiscovery Terraform Automation

« AWS & GCP network discovery * Creation/Deletion of IPv4 Network in NIOS appliance
« Virtual network utilization « Allocation/Deallocation of IP Address

« Individual IP host data » Association/Dissociation of IP Address for a VM

» Creation/Deletion of an “A” record

.
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Visibility into Network Resources

Dashboards Data Management Cloud Smart Folders Grid Administration

Q, Search admin

Tenants Networks VMs Cloud Platform Members
= Toolbar i )
5 VPCs <
Quick Filter’None 1v | B3 riter Show Filter /£ Grid Cloud API
— Properties
Goto Go
x| 2|8 Q, vbiscoven
,I -
I:] ACTIO... MGMT PLATFORM . VPC NAME NETWORKS NETWORK VIEW NETWORK VMS TENANTS CLOUD USAGE CLOUD REGION
Bl = #» Amazon VPC1 4 default 172.31.0.0/16 3 1 Used by cloud us-west-2 C Restart Services
F = #™ Amazon VPC2 2 default 172.32.0.0/16 0 1 Used by cloud us-west-2
2 & IDN Converter
B = % Amazon VPC3 1 default 172.33.0.0/16 0 1 Used by cloud us-west-2
B = 8 Azure LAN 2 default 172.16.0.0116 1 1 Used by cloud westus

« Single control plane to view VMs instances, VPCs & subnets
« Periodic discovery of modifications to your cloud environment

* Detailed view of VPCs and subnets

° VMs in a VPC and their attributes
° Extensible Attributes imported as configurable metadata

Note: IPAM vDiscovery does not require the CNA License
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On-Premises View, Network Discovery

Cisco ACI data from Network Insight

Infoblox :3: Dashboards  Data Management  SmartFolders  Grid  Administration
VLANs Super Host Devices DHCP DNS File Distribution
= IPAM Home
16.16.16.0/24 3 Pvanetwork ¢ [
IP Map List
Quick Filter  None ¢ | [EQ Fiteron Show Filter
Sz @B 2 L8 Goto ] 6o
Fll = IP Address « Status Type First Discovered Last Discovered Bridge Domain, Tenant EPG Discovered MAC Addr... | Discoverer Attached Devic...  Attached Devic...  Attached Devic
| = 16.16.16.0 Used 1Pv4 Network
I @ = 16.16.16.1 Used Unmanaged 2020-03-10 14:48:34 UTC  2020-03-1022:13:31 UTC ga_br_domain ga_baremetal t... qa_bare-metal... 00:22:bd:f8:19:4 Network Insight I
E 16.16.16.2 Unused
El 16.16.16.3 Unused
B = 16.16.16.4 Unused
F = 16.16.16.5 Unused
E 16.16.16.6 Unused
] 16.16.16.7 Unused
B = 16.16.16.8 Unused
F = 16.16.16.9 Unused
B = 16.16.16.10 Unused
El 16.16.16.11 Unused
El 16.16.16.12 Unused
F = 16.16.16.13 Unused
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On-Premises View, Individual IP Host Data

IP host discovery data from Network Insight

I ‘Master Grid Dashboards Data Management Cloud Smart Folders Reporting Admiristration
Company 1 (default) = VLANs Super Host Devices Network Users DHCP DNS File Distribution Security Threat Analytics
=
IPAM Home > 172.16.0.0/16 > 172.16.10.0/24
172.16.10.2  1Pva Address |
Type: Host MAC Address:
Comment: Name: swr-c-02.demo1.com

Discovered Data

NetBIOS Name:

Discovered MAC Address:

Task Name:

Discovered Name: swr-c-02.infoblox.com
Tenant:

Discoverer: Network Insight

Attached Device Contact:

Attached Device Location:

Attached Device Name: sw-c-03.infoblox.com
Attached Device Port Name: Fa0/1

Attached Device Vendor: Cisco

Attached Device Type: Switch

Device Location:

Device Model: 1812

o d -]

0S: 12.3(14)YT1

Last Discovered: 2020-03-05 09:31:01 PST
First Discovered: 2014-01-10 16:16:39 PST
Bridge Domain:

EPG:

Attached Device Address: 172.16.40.3

Attached Device Description: Cisco Internetwork Operating System Software 10S (tm) C2950 Software (C2950-
16Q4L2-M), Version 12. 1(22)EA10a, RELEASE SOFTWARE (fc2) Copyright (c) 1986-2007 by cisco Systems, Inc.
Compiled Tue 24 -Jul-07 17:13 by antonino

Attached Device Model: catalyst295024G

Attached Device Port Description: Ci to 02.ir com on interface FastEthernet5
Attached Device Port ID: 5784262039985192204

Attached Device Port: 1

Device Contact:

Device Vendor: Cisco

Device Management IP: 172.16.10.2
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Hybrid Central View, Microsoft DHCP

Microsoft DHCP discovery data

Infoblox :s: (Master Grid' Dashboards Data Management Cloud Smart Folders Reporting Grid Administration Q Search  thomas!  ~
Company 1 (defaut) &' VLANs  SuperHost  Devices  NetworkUsers ~ DHCP  DNS  FileDistribuion  Security  Threat Analytics
Finder & |PAM Home Toolbar » ?
&
B3 Smart Folders 4+ 28.29.30.0/24 B8 IPv4 Network #* ] Go to DHCP View o+ Add o
IP May List
W Bookmarks + B -> Open
& Recydle Bin 4 QuickFiter| Nono 4| 3 Fiteron Show Filter
T — t?) Reclaim
i URL Links + >4~ | @B =128 Goto Go
D = 1P ADDRESS . NAME MAC ADDRESS STATUS TYPE USAGE LEASE ST... FIRST DISCOVERED LAST DISCOVERED ADVISOR EOL STA... ADVISOR END OF ... ADVISOR END OF ... ADVISOR EOL BULL...
| = 28.29.30.5 Unused
| = 28.29.30.6 Unused
M| = 28.29.30.7 Unused .
m| = 28.29.30.8 Unused Q, vbiscovery -
F = 28.29.30.9 Unused % Multi-Ping
Ping
B = 28.29.30.10 Used IPv4 DHCP Range DHCP Free ® Feo
BB Discovery Status
B = 28.29.30.11 Used IPv4 DHCP Range DHCP Free g
Q Discovery
B = 28.20.30.12 Used |Pv4 DHCP Range DHCP Free Diagnostic
@ Exclusion -
B = 28.29.30.13 Used IPv4 DHCP Range DHCP Free
| = 28.29.30.14 Used IPv4 DHCP Range DHCP Free
| = 28.29.30.15 Used |Pv4 DHCP Range DHCP Free C' Restart Sorvices
3
| = 28.29.30.16 Used IPv4 DHCP Range  DHCP Free = GSVimport
#5 CSV Job Manager
A = 28.29.30.17 Used IPv4 DHCP Range DHCP Free
= IDN Converter
B = 28.29.30.18 Used IPv4 DHCP Range DHCP Free
B = 28.29.30.19 Used IPv4 DHCP Range DHCP Free
L RES]
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Hybrid Central View, Sites & Services

Burlington (Active Diregtory Site Properties)

Burlington

= A site name can cgntain up to 63 bytes, which can be translated to a maximum of 63 ASCII characters.

« For UTF-8 chargfters, the maximum varies depending on the characters entered.

« Note that you gannot use the following characters in the site name: . {1} ~[]':;<=>? @ |"#$% " & () +/,~
Active Directofggdomain: ad.infobloxdemo.com
Networks

ADDRESS

1.0.0.128/25

1.0.2.0/24

| cancel | Save and Close +
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Cloud Central View, Multi-Tenant

vDiscovery from Cloud Network Automation

Master Grid | Dashboards Data Management Cloud Smart Folders Reporting Grid Administration

Tenants VPCs Networks Cloud Platform Members

5 All Cloud VMs by IP Address

Quick Filter ‘Nonei‘ v | ER Fiter on Show Filter

| 28 Goto ’_é Go
[C] ACTIONS MGMTPLATFORM VM NAME & VMID 1P ADDRESS VM AVAIL ZONE NETWORKS VM VPC VM TENANT PORT ID NETWORK VIEW ACTIVE USERS FQDN P ADDRESS OBJE... IP TYPE
B @ Amazon demo-infoblox-h... i-a2ceb235 172.31.5.249 ap-southeast-2a 1 None Accounting eni-f67b2f30 Australian SE Lab 0 None Private
B\ = ] Amazon infoblox-se-6789... i-ca330447 52.16.77.92 3 None Sales eni-0e2b5d54 Company 1 o infoblox-se-678...  Host Fixed
B = U] Amazon infoblox-se-6789... i-ca330447 172.19.3.18 3 vpc-se_project Sales eni-0e2b5d54 Company 1 o infoblox-se-678...  Host Fixed
B = )] Amazon infoblox-se-6789... i-ca330447 172.19.3.162 3 vpc-se_project Sales eni-0e2b5d54 Company 1 0 infoblox-se-678...  Host Fixed
B = (&) Amazon infoblox-se-6789... i-d9b58454 172.19.3.148 3 vpc-se_project Sales eni-bd2654e7 Company 1 0 infoblox-se-678...  Host Floating
B = @ Amazon infoblox-se-6789... i-d9b58454 172.19.3.59 3 vpc-se_project Sales eni-bd2654e7 Company 1 0 infoblox-se-678...  Host Floating
B\ = @ Amazon infoblox-se-6789... i-d9b58454 52.49.147.196 3 None Sales eni-bd2654e7 Company 1 o infoblox-se-678...  Host Floating
B = 1] Amazon infoblox-se-6789... i-7ffb29f3 52.48.138.65 3 None Sales eni-590c8804 Company 1 o infoblox-se-678...  Host Floating
B = @[ Amazon infoblox-se-6789... i-7ffb29f3 172.19.3.190 3 vpc-se_project Sales eni-590c8804 Company 1 o infoblox-se-678...  Host Floating
B = (&) Amazon infoblox-se-6789... i-7b29f3 172.19.3.21 3 vpe-se_project Sales eni-590c8804 Company 1 ] infoblox-se-678...  Host Floating
B = ()] Amazon infoblox-se-6789... i-83d48d0e 172.19.3.137 3 vpc-se_project Sales eni-faa631a0 Company 1 0 infoblox-se-678...  Host Fixed
B = @ Amazon infoblox-se-6789... i-83d48d0e 52.31.221.40 3 None Sales eni-faa631a0 Company 1 0 infoblox-se-678...  Host Fixed
B = %)) Amazon infoblox-se-6789... i-83d48d0e 172.19.3.6 3 vpc-se_project Sales eni-faaé31a0 Company 1 1] infoblox-se-678... Host Fixed
B = @[ Amazon infoblox-se-6789... i-05062a88 172.19.3.186 3 vpc-se_project Sales eni-4b80e111 Company 1 0 infoblox-se-678...  Host Fixed
B = 1] Amazon infoblox-se-6789... i-05062a88 172.19.3.47 3 vpc-se_project Sales eni-4b80e111 Company 1 ] infoblox-se-678...  Host Fixed

| &
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Hybrid Central View, Security Forensics

Single IP DNS & network discovery data

Infoblox :E; ‘Master Grid Dashboards Data Management Cloud Smart Folders Grid Administration
Company 1 (detault) ' VLANs  SuperHost Devices Network Users File Distributi Security  Threat Analytics
R K| iPAMHomo > 192.168.0.016 Lo » 2
B2 Smart Folders + 192.168.4.0/24 IPv4 Network ¢* [ Go to DHCP View ek g
1P May List
A Bookmarks - e
& Rocycle Bin + Quick Filter | None : | m Filter On Show Filter
8 URL Links + + - @ B-=2-1218 Goto | Go
D = 1P ADDRESS & NAME MAC ADDRESS STATUS TYPE USAGE LEASE ST/  FIRST LAST ATTACHED DEVIC... = ATTACHED DEVIC.. ATTACHED DEVIC... PORTS
B = 192.168.4.20 reserved for .. Unused IPv4 Reserved Range
g
B = 192.168.4.21 gc._msdcs.a. Used ARecord, PTR Record DNS 2015-11-17 14:03:47 PST  2020-03-05 03:12:45 PST  Gisco I0S Softw.. Up
B = 192.168.4.22 dc2-infoblox... Used ARecord, PTR Record DNS 2015-11-18 12:36:55 PST  2020-03-05 03:12:45 PST  Cisco IOS Softw... Up -
B = 192.168.4.23 Unused Q vbiscovery -
B = 192.168.4.24 Unused % Multi-Ping
m|m = 192.168.4.25 Unused
§ BB Discovery Status
| = 192.168.4.26 Unused .
Q, Discovery
B = 192.168.4.27 Unused Hieghosi:
| = 192.168.4.28 Unused Q, Discover Now
| = 192.168.4.29 Unused
B = 192.168.4.30 testdomo.inf... 12:34:56:12:34:54 Used Host DNS C' Restart Services
R 3
B= 192.168.4.31 Unused oG8V Import
#5 CSV Job Manager
| = 192.168.4.32 Unused
2 IDN Converter
| = 192.168.4.33 Unused
m = 192.168.4.34 Unused
H4r M &
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Automation: Infoblox Terraform Provider for IPAM

Allocating the IP address & creating the IPAM record for a new VM

"infc

network_view_n

vm_name = "aws-t1
Infoblox 38 Dashboards  Data Management  Cloud  SmartFolders  Ord  Administration

cidr = infoblox_network.network_2.cidr o — Gl i e
tenant_id = Pier <

B3 Sman Fovers

IPAM Homs > 172.25.1.024

172.25.1.4  wwincoress [

+
+ Type: 1Pv4 Fixed Adcress MAC Address!  06:4d:9a:be3e:19
Comment Ns=n awe-tf-demo
1 Rocyete Bin +  LowsoSio. ouce
Fingeroert
+

W Rockmaks

i URL Links
Discovered Data

NetBIOS Name oS

Discornrad MAC Addrects: Lns Disscovernd

Automation benefits
- Consolidates labor-intensive =

manual workflows in seconds S it
Automatically updates the Infoblox et s

Grid as the single-source-of-truth ai4-wie iz

Task Name:
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Automation: Infoblox Terraform Provider for DNS

network_view_name = "default"
vm_name = infoblox_ip_allocation.demo_allocation.vm_name
cidr = infoblox_network.network_2.cidr

ip_addr = infoblox_ip_allocation.demo_allocation.ip_addr
dns_view & 1

zone =

tenant_id

Automation benefits

- Automates manual DNS record
provisioning in seconds

- Ensures immediate availability for
new services
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Creating an “A” record for a new VM

Dats Management Cloud

SmartFolders  Grid  Administration

SuperHest  DHCP File Distribution

Zows  Mambers  NemeSerwrGroups  ShamdRacod Deups  SLboober Sandoma Deploymant  RlecivRimset  DNSSAGroups  Quey Monltodog
dolaut
ibxdemo.com  aunsiumvezons & # R
Rocords  Subeonos
Quick Filler | Nono =l | B Fneon ShowFitse "= Toggle fat view
+- - -8
Mo - Type Datn Rocoed Souren Principal Moeitond Srce  Last Queried
SOA Recant Sl 10 Sywien NotMontored Nt Moaiored
MHAVE am Edomo.co
RNAME plawsn_uet_eersil skwohtaly.numhere
Robesh 10800
Aoty 3000
Expro 2418200
Nogatwe Cacting TTL 800
| NS Ricond ornibxdamo co Sytem NotMontored Nt Meoiioswd
0 = aws-t-domo A Record 172254 Suno Not Montcred ot Menitored




Flexible Deployment Options

/ DDI for Hybrid Cloud

GM in DC, single touch point to
manage members in public cloud

Grid members distributed across
Private and Public Cloud

Grid '
Master "

Data Center T
|

4

>

DNS

ﬁDI for Fault Tolerance

* GM in DC and GMC in public
cloud

* Primary DNS in Private and
Secondary DNS in public cloud

Grid
Master s
Primary
DNS
Data Center t
|
Secondary ’
DNS GMC

Virtual workloads

Virtual workloads

DDI for Full Public Cloud

* Entire Grid, including GM and
members in public cloud

* Grid members distributed across
different VPCs

DNS Grid
Master

Virtual workloads

\ VAN )\ /
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Flexible Licensing

N License
Data TR pool
Center .,

Virtual Grid Members <

(Run on ESXi, Xen, Hyper-V,
KVM)

License Portability Microsoft
(C/\;Z}m

Elastic Portable Future Ready

Launch new grid Move appliance license Purchase multiple
members as needed between Private & Public service/feature licenses

automatically & assign Cloud; no new SKUs for future cloud
licenses from a pool deployments

46 | © Infoblox Inc. All rights reserved.



I Why Infoblox Hybrid Cloud Transformation?

Discover all network resources & see what’s

° DISCOVERY & VISIBILITY happening everywhere (datacenters, multi-cloud,
containers, |IOT, branch)

Accelerate VM provisioning & deprovisioning,
& improve efficiency & productivity through
automated workflows via a single control plane

° WORKFLOW AUTOMATION

Save time & money, extend your network to public
v SCALE YOUR NETWORK TO clouds & ensure uniform DNS naming & IP address

provisioning across hybrid clouds

|
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PCN DDI Professional & Managed Services EPCN

Managed Services

Transition & Transformation

Professional Services

Consulting, Health Checks & Assessments
Architecture, Operations & Security Audit
Current State, Vulnerability & Functionality
Data discovery, Analysis & Reporting
Best Practices — Design, Audit, Governance & Control
Discover and Evaluate Current, Planned & Desired DDI
Services and Functionality

Architecture, Engineering, and Project Management

Draft Conceptual-, High- & Low-Level Designs to Meet
Current & Future Requirements

Upgrades, Patching & Custom Script Development
Installation, Configuration & Data Migration
Transformation of Existing Solutions

Development & Implementation of Test Plans
Customer & Solution Specific Project Plans

48 © 2020 PCN, Inc.

True Partners in Change.

Operational Level Agreement

Project & Test Plans

Business-to-Business Connectivity & Ticketing
Existing Environment Assessment

High- & Low-Level Designs

Solution Deployment, Testing & Migration Execution

Day 2 Delivery

Monitoring & Incident Management

OEM & RMA Liaison

Database Backups, Reporting & Capacity Planning
Software Updates & Upgrades

Self-Service Portal

Business-as-Usual Changes

Technical Account Management

"%



Next Steps

Infoblox 2

lnfoblox Cloud Platform
and Cloud Network
Automation

Deployment Guide: Infoblox Cloud Platform
and Cloud Network Automation

49 | © Infoblox Inc. All rights reserved.

Infoblox Resources

Datasheet — DDI for Cloud and Virtualization
Solution Note — vNIOS for Nutanix Acropolis

Hypervisor
Blog — Top 6 VNIOS Use Cases for Optimizing
Public Cloud Investment

Deployment Guide — Infoblox Cloud Platform and
Cloud Network Automation

Infoblox Provider for Terraform User Guide

1.408.986.4000 | info@Infoblox.com

PCN Resources

New Website

VAR Pro and Managed Services One Pager

DDI Portal One Pager

1.267.236.0015 | info@pcn-inc.com

Contact PCN for additional Infoblox

information and special deals

49,
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https://www.infoblox.com/wp-content/uploads/infoblox-ddi-for-cloud-and-virtualization.pdf
https://www.infoblox.com/wp-content/uploads/infoblox-solution-note-vnios-for-nutanix-acropolis-hypervisor.pdf
https://blogs.infoblox.com/community/top-6-vnios-use-cases-for-optimizing-public-cloud-investment/
https://www.infoblox.com/wp-content/uploads/infoblox-deployment-guide-infoblox-cloud-platform-and-cloud-network-automation.pdf
https://www.terraform.io/docs/providers/infoblox/index.html
https://www.pcn-inc.com/
https://www.pcn-inc.com/wp-content/uploads/2020/07/One-Pager-VARPSMS-202006.pdf
https://www.pcn-inc.com/wp-content/uploads/2020/07/One-Pager-Portal-202006.pdf
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Private Cloud: OpenStack Integration

openstack
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Infoblox OpenStack Adapter

n OpenSta(k Enables Infoblox Grid to provide DNS, DHCP, and IPAM
(DDI) for OpenStack Networks & VMs
Infoblox Adapter
Infoblox Grid
R%':?\r,:?g = Manages network creation/deletion

A

= Allocates/De-allocates IP addresses for VMs
= Automatically creates/deletes DNS records for IPs
=  Provides DNS & DHCP services to VMs

Grid Master & Y

Benefits

» Centralized cross-platform (private & public) DDI
* High Availability

» Operational efficiency

» Lower migration cost (physical to virtual to cloud)

Grid o
Member

DDI Service

Project 9 Project 10 Project 11 Project 12

Non-Overlapping Internal

IPs Overlapping Internal IPs

Non-Overlapping External IPs
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Provisioning a VM using OpenStack with Infoblox Integration

1 - A cloud admin/user requests a VM to be created

2 - tack N t lIs the Infobl
through OpenStack Horizon Ul OpenStack Nova (Gompute) calls the Infoblox

Adapter code in OpenStack Neutron (Networking)

—> OpenStack Nova

\

OpenStack Neutron

Instances Q

Infoblox Adapter

Instance image oy
N Pair

e Name  Address S status Zen

3 - Infoblox Adapter contacts
NIOS via WAPI for Next

Infoblox Grid Master  Available IP and creates
DNS Records for VM

—_—
H ewlsor 5 — OpenStack Spins
yp g up VM on Hypervisor

(e.g., KVM)
6 - VM start d Infoblox Grid Member record or Fixed Address/ +
m'a cos Ea CSPng :q”uest o B8 8 a DNS/DHCP A/AAAA/PTR with Grid Member

Member (Fixed Address)

4 - GM synchronizes Host

Py ==

VMware ESX and ESXi T

E==D ‘Qj % 7 - End User accesses VM

using DNS FQDN
End User

.
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Public Cloud: Microsoft Azure Integration

Microsoft
Azure

/
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Enterprise-grade DNS on Azure

Grid Master
/ (GM) * \
* Infoblox images/scripts are available on Azure
? « Hardened virtual appliance for secure DNS
Grid emb/ef \
(Primary DNS) \ .
\rman) J » Deploy Infoblox DNS servers in VNets
Enterprise Premise
............................ R P PPIRIRIE ° Use for External DNS or |nterna| DNS
Public Cloud
D \ / Microsoft _ _
/ \ Azure » Fault tolerance with support for Disaster Recovery
‘. * Hybrid or multi-cloud deployment options
Grid Member ~ Grid Master Grid Member y ploy P
(Secondary DNS) Candidate (Secondary DNS)

o )

e
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Visibility Into Azure Resources

Infoblox :E: Dashboards Data Management Cloud Smart Folders Grid Administration

Tenants VPCs Networks VMs Cloud Platiorm Members

; All Tenants

Single pane of glass view of Azure
VM instances, VNets, and networks

Quick Filt \ Filter O Show Filt . .
vekFterlvone v | [EFmeron i Automatic discovery of
- | modifications to Azure environment
o =
D ACTIO... MGMT PLATFORM » NAME D VMS NETWORKS CREATED LAST UPDATED [«
A = [ @ Azure ccfbdcéa-gfeS-4...  ccfbdcda-Ofe-d... 1 3 2019-02-13 13:0... 2019024313:0,,] Detailed view of Azure VNets and
. networks
[ = & Amazon 915893437317 915693437317 3 10 2019-02-13 14:2... 2019-02-13 14:2...
MGMT PLATFORM . VM NAME VM ID IP ADDRESS IPTYPE FQDN VM AVAIL ZONE
@] Azure pfsense-singlenic /subscriptions/e2... 172.16.1.10 Private  pfsense-singlenic.test.zone /subscriptions/e. .
@] Azure pfsense-singlenic /subscriptions/e2... 104.42.49.240 Private  pfsense-singlenic.test.zone /subscriptions/e. .
N
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Public Cloud: Google Cloud Platform (GCP)

o

Google Cloud



Enterprise-grade DNS in GCP

Private

Prima! DNS

Region 1 $
-

Secondary GMC
DNS

GCP VPC

Google Cloud

<!

Region 2

(

DDI Service 0

GCP VPC

~N

* Deploy DNS servers in GCP VPCs
» Leverage internal and/or external DNS

 Fault tolerance with support for
disaster recovery

* Integrates with traditional networks or
hybrid cloud for consistency
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Automation: Ansible Integration
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Infoblox Integration with Ansible

+ InfoBon

NEXT LEVEL NETWORKING

Ansible includes following Infoblox NIOS enablement:
- Sixteen modules
- Lookup plug-in (for querying Infoblox NIOS objects)
- Dynamic inventory script

Scenario guide: https://docs.ansible.com/ansible/devel/scenario guides/guide infoblox.html
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https://docs.ansible.com/ansible/devel/scenario_guides/guide_infoblox.html

Ansible-Infoblox Modules

NIOS_A_RECORD (Configure NIOS A Records) I

NIOS_AAAA_RECORD (Configure NIOS AAAA Records)
NIOS_CNAME_RECORD (Configure NIOS Cname Records)

NIOS_DNS_VIEW (Configure NIOS DNS Views)
NIOS_HOST_RECORD (Configure NIOS HOST records)
NIOS_MX_RECORD (Configure NIOS MX Records)

-+ NIOS_NETWORK (Configure NIOS Network Objects)

NIOS_NETWORK_VIEW (Configure NIOS Networking Views)

Ansible 2.8

NIOS_NAPTR_RECORD (Configure NIOS NAPTR Records)
NIOS_PTR_RECORD (Configure NIOS PTR Records)
NIOS_SRV_RECORD (Configure NIOS SRV Records)
NIOS_TXT_RECORD (Configure NIOS Txt Records)

NIOS_ZONE (Configure NIOS DNS Zones)

NIOS_FIXED_ADDRESS (Configure Infoblox NIOS DHCP Fixed Address)

NIOS_MEMBER (Configure NIOS Members)
NIOS_NSGROUP (Configure DNS Nameserver groups)

— 16 supported
modules
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Containerization: Kubernetes Integration

kubernetes
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Infoblox integration with Kubernetes

Kubernetes (CNI)

6ode

Infoblox
Connector
Daemon

Plugin
Installer

S

CNI
Layer A 4
Y (" IPAM
» Plugin
jp— \__binary
Infoblox I
Containers
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v

Infoblox Grid

mml Challenges

«Manual (de)/provisioning of IP addresses
across multiple containers is time intensive
and tedious.

+Moreover, containers can be spread across
multiple networks making IPAM even more
difficult.

« Lack of visibility into the network resources.

B Solution

- Infoblox IPAM Plugin: CNI executes this plugin
and receives the configuration and context
data.

-Infoblox IPAM Daemon: Does the heavy lifting
and interfaces with the Infoblox via WAPI to
perform IPAM functions.

o Benefits

«Solution provides IP address management via
NIOS for pods/containers deployed by Kubernetes.




